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Por formarnos y corregirnos para enfrentar el mundo
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nameif ethernetl inside security100

interface ethernetO 10baset

interface ethernetl 10baset

ip address outside 209.165.201.3 255.255.255.224
ip address inside 192.168.3.0 255.255.255.0
hostname pixfirewall

arp timeout 14400

no failover

names

pager lines 24

logging buffered debugging

nat (inside) 1 00

global (outside) 1 209.165.201.10-209.165.201.30
global (outside) 1 209.165.201.8

route outside 0.0.0.0 0.0.0.0 209.165.201.1 1
access-list ping_acl permit icmp any any
access-group ping_acl in interface inside
access-group ping_acl in interface dmz
access-list acl_out permit icmp any any
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00

udp 0:02:00 rpc 0:10:00 h323 0:05:00

sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute
no snmp-server location

no snmp-server contact
snmp-server community public
mtu outside 1500

mtu inside 1500
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anita:/# ifconfig nei0
nei0: flags=863<UP,BROADCAST,NOTRAILERS,RUNNING,MUL  TICAST> mtu
1500

inet 192.168.0.3 netmask ffffff0O0 broadcast 192.168 .0.255
ether 0:20:18:72:45:ad
anita:/#
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anita:~# ping luisa
luisa is alive
anita:~#




4 8 I5C # " D

luisa:~# ping -c 1 anita
PING anita (192.168.0.3): 56 data bytes
64 bytes from 192.168.0.3: icmp_seq=0 ttI=255 time=

--- luisa ping statistics ---

1 packets transmitted, 1 packets received, 0% packe
round-trip min/avg/max = 0.2/0.2/0.2 ms

luisa:~#

0.2 ms

t loss

) c! 8C >




8 8 b{[[

b& ;"

luisa:~# telnet XXX. XXX.X.XX 21

Trying XXX XXX.X.XX...

Connected to XXX. XXX.X.XX.

Escape character is "\].

220 gema FTP server (Version wu-2.4.2-academ[BETA-1 5](1) Fri Oct
22

00:38:20 CDT 1999) ready.

USER +++ATHO

1

telnet> close

Connection closed.

luisa:~# telnet XXX. XXX. X. XX

Trying XXX. XXX.X.XX...

telnet: Unable to connect to remote host: Network i s unreachable
luisa:~#

$Y% 8 8
- $ 5 $
4 $
8 $ , #
> ! I
5 $ ! $ 8 C # b@
=50 $ - C-5 D b[[[& :°

luisa:~# ping -c 1 XXX.XXX.X. XX
PING XXX XXX XXX (XXX.XXX.X.XX): 56 data bytes
64 bytes from XXX XXX.X.XX: icmp_seq=0 ttI=255 time =0.2 ms

- XXX XXX.X. XX ping statistics ---

1 packets transmitted, 1 packets received, 0% packe t loss
round-trip min/avg/max = 6.5/6.5/6.5 ms

luisa:~# ping -p 2b2b2b415448300d XXX. XXX.X. XX

PING XXX XXX.X. XX (XXX.XXX.X.XX): 56 data bytes

"C

- XXX XXX.X. XX ping statistics ---

1 packets transmitted, 0 packets received, 100% pac ket loss
luisa:~# telnet XXX XXX. X. XX

Trying XXX.XXX.X.XX...

telnet: Unable to connect to remote host: Network i s unreachable
luisa:~#
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luisa:~# traceroute www.altavista.com

traceroute to altavista.com (204.152.190.70), 30 ho ps max, 40 byte
packets

1 annex4.net.upv.es (158.42.240.191) 156.251 ms 144 .468 ms 139.855 ms

2 zaurac-r.net.upv.es (158.42.240.250) 159.784 ms 1 49.734 ms 149.809
ms

3 atlas.cc.upv.es (158.42.1.10) 149.881 ms 149.717 ms 139.853 ms

4 A1-0-3.EB-Valencial.red.rediris.es (130.206.211.1 85) 149.863 ms
150.088 ms 149.523 ms

5 A0-1-2.EB-Madrid00.red.rediris.es (130.206.224.5) 189.749 ms

159.698 ms 180.138 ms
13.4. SERVICIOS 225
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- > |

# /L $ JF
llegona_(/) # uname -a
IRIX64 llegona 6.2 06101031 P28
llegona_(/) #
# N N
GFN I'H - - $
- I8 # N N N"N
llegona_(/tmp/tcp_wrappers_7.6) # cp find . -type f -perm -700°
lusr/sbin/
llegona_(/tmp/tcp_wrappers_7.6) #
8 1 8 - ! - N N
- C /L D 8

telnet stream tcp nowait root /usr/etc/telnetd




8

telnet stream tcp nowait root /usr/shin/tcpd /usr/e tc/telnetd
8 $ #
8 # H #
1 8 N N ] - ! 8 $ 8
I $ > 8 5
/ -8 N N- H $ 8 !
- !
b 8
C ! D b$ ! - $
5 8 >
/ -
8 &== & # $ ! $ 8
- 8 88 8 ! I/< N N- H
1
llegona_(/) # cat /etc/hosts.allow
ALL: .dsic.upv.es
telnetd: andercheran.aiind.upv.es luisvive.euiti.up v.es
ftpd: .upv.es
llegona_(/) #
I > /L
$ 8 8 ! - N N-




llegona_(/) # cat /etc/hosts.deny

ALL: ALL
llegona_(/) #
| 8, ! - - % I - ! 8
- # Q @;l/ &
- > ] N N ] -8
N8 N N(=1. N8 N N 8 5 -
Dec 2 02:16:47 llegona ftpd[18234]: refused connect from

bill. microsoft.com
Dec 2 02:45:23 llegona telnetd[18234]: connect from
corbella.dsic.upv.es

anita:~# telnet llegona.dsic.upv.es

Trying 158.42.49.37...

Connected to llegona.dsic.upv.es

Escape character is "\].

llegona login: Connection closed by foreign host.
anita:~#




